MOIIIBHHI/I‘IeCTBo B ceTH «AHTEpHET

B nacrogmee Bpems B ¢Bs3u ¢ HSMGHHBHJI/IMHCFI YCIIOBHAMHY (PUHAHCOBOIO
PBIHKa MOIIEHHHYECTBO B cbI/IHaHCOBOK chepe 3auactyro cBA3aHO C
HCTIONB30BAHMEM HOBBIX MCXaHH3MOB H HHCTPyMeHTOB (call-menTprr, mpom-
CEPBHCEI).

MorineHaYeCKas cXxema IPENICTABIACT COOON BRICTPOEHHYIO HEPAapXHIO B
BHIC MUPaMKJIB], HA BEPIIMHE KOTOPOH HAXOWTCS OPraHu3aTop.

EcTh Tak Ha3bIBAEMBIC <<3aKa3qHKH» TO €CTb JIMIA, UMEIoHIHe OOJIBIIHe
CYMMBI ICHEKHBIX CPEICTB, MONYICHHEIX | HpeCTy'HHBIM Ty TEM.

«3aKasuuKu» MOAOUPArOT «IPOIIOBOZOBY, KOTOPHIE, B CBOK O4YEpENE,
00IMaroTCs ¢ KOHKPETHBIMI HCIIOITHHUTEISIMY 3aa91 — «IPOIaME,

«[IpomBl» — 3TO IOJCTABHEIC JMIA, 33/CHCTBOBAHHEIE B HEIEralbHEIX
CXEMax II0 BEIBOIY CPEICTB C 6aHKOBCI{I/IX Kapr.

Takwe ima npHUBIEKAIOTCH C IENbI0 U30eXkaTh OTBETCTBEHHOCTH 3a
ICPCBOJ WM OOHATMIUBAHKE TEHEKHEIX CPEJICTB CO CUETOB M GAHKOBCKUX Kapr.

K «mpomamM» OTHOCATCA HE ' TONBKO JHI[A, OCBEHOMIEHHBIE O
IIPOTHBOIIPABHOM XapaKTepe CBOEH I[GHTGJIBHOCTI/I HO M T€, KTO HE IIOHUMAET, YTO
Y4acTBYET B KpEMHUHAIHHOM CXEME.,

Takme nuia MOTYT Kax Henocpez[cmeHHo IIPUHUMATH YIaCTHE B IIEITOUKE
IIEPEBOJIOB WIIH JKE Mpojarh (OTHaTh) CBO GaHKOBCKYIO KAPTOUKY «IPOIIOBOIY»
BMECTE C PEKBU3UTAME CYETA ¥ IMH-KOIOM. :

TIpu 3TOM CaMH «IPOIBDY CTAHOBATCS COYYACTHUKAME MPECTYILICHHUS, TaXKe
€CJIX JIO KOHIIA HEe TIOHUMAIOT HOCJIG,IICTBI/Uf CBOHMX JAEHCTBHI. Halle BCero B «rpyIiLy
PHCKa» IIONAJar0T ITOJPOCTKH, CTy;[eHTLI KOTOPEIE HIYT OBICTPLIM 3apaboToK, H
TOBEPYMBLIE IICHCHOHEPEL

CroocobamMu TIpUBIICIEHIS no;:[CTaBHLIX UL MOTYT OBITE KaK IIMYIHBIE
3HAKOMCTEA, TaK ¥ OOBIMHEIE OOBABICHNS ¢ IPE/UIOKEHHEM HHTEPECHOM paboOTEL ¢
IpenyIoKeHHeM GEICTPOTO pocTa 3apaboTKa.

OOGBsBNCHUS pa3MEMIAOTCs KAk MPaBUIO B ceTH MHTepHET, Ha caiTax
KaJpOBBIX areHICTB, popymax, B couHaJILfILIX CETSAX M B TeNerpaMM-KaHaIax.

Bmecte ¢ TeM, 3a yJacTve B NPECTYNHBIX CXEMaX B KadeCTBE «IPOIa»
CIICAYOT HEONArONPUATHBIE IIOCIEACTBHSA, HOITOMY eCIH BBl ciydaifHO craimm
Y9aCTHHKOM  HENEralbHOH  CXeMBI, = CIEZyeT 3asBMTh 00 3TOM B
PABOOXPAHUTEIBHEIE OPTAHEL

Tax. 6aHKamM# HEIPEPHIBHO npOBep;HOTcz OLIEpalliM B IICTSX BBISABIICHHUS
KIACHTOB C IPH3HAKAMH «IpOIa»,  yKasaHHbIC KIHEGHTHI CTaBATCA Ha
JIOTIOITHUTENBHEINA YIET, BBOAITCS orpaHHf{eHmI Ha [IOJIyYEHHE HOBBIX KapT, MHBIX
JNEKTPOHHBIX CPEACTB TUIATeXa W Ha HpOBC}IeHI/Ie (buHAHCOBBIX OIEpamuil MO
BEIITYTIEHHBIM KapTaMm. .

Ilpu BHIMBICHHH OaHKAMH COCTaBa U YYaCTHHKOB JPOI-CXeMEL IO
OOHAIMYNBAHUIO NeHEXKHBIX CPEACTB HchopmaumI 0 TaKUX KJIMEHTAX M ONePaIisIx
HAaIIPaBILIETCS B IPaBOOXPAHUTEILHEIEC OPTaHEL.

VuacTre B IPECTYMHBIX CXEMaX B KAueCTBE «ApOIa» BIIEYET YTOJOBHYIO
OTBETCTBEHHOCTD, B TOM 9HCIIE TI0 cTaThaM 187 (HempaBoMepHELT 060POT CPEICTR



miarexei), 159 (MomerruaecTBO) VI‘OJ'IOBHOI‘O Konaekca Poccuiickolt denepartum.
IlomMumo 3TOTO, 3@ YyKa3aHHBIC ﬂeHcrpﬂﬁ B COOTBEICTBHH C TPaXKTaHCKHUM
3aKOHOJATENIBCTBOM TPaXK/[aHe HeCYT QHHAHCOBYO OTBETCTBEHHOCTD.

HMaMsaTKa HOKUIBIM TpasKIaHaM «szuc He CTATh XKEePTBOI MOIIEHHUKOB

Tak, 4TOOBI HE CTATH KEPTBAMH pa3H51X BHJIOB MOIUECHHWUYECTBA B CETH
«MIHTEpHET» U ¢ HCIONBE30BAHEEM pasnntmmx MHQOPMAITMOHHEBIX TEXHOJIOTHH
HEOOXOIIMO 3HATH CIACAYIOUIEe: :

—  [PEACTaBHUTENH I'O qupe}K,HCHHH HUKOT'/1a HE 3BOHAT, YTOOBI COOOIINTD
y3HaTh KakKyro-nubo NEPCOHAILHYIO HH(bopMaumo 0 Bac (UHaHHBIE WACIIOPTA,
GaHKOBCKUX KapT, KOJ JIOCTYIIa K KPEXHTHOH KapTe  TII);

—  €CIM 3BOHAINUE Ha3blBaeT Bac 110 MMEHH W OTYECTBY M 3HAET Balll
ajipec, CeMeHHOC [ONIOKERNE U APYTYI0 HHOOPMALHIO, 3TO BOBCE HE 03HAUAET, UTO
OH ABIIAETCA OQUIMAIBLHBIM JTUIIOM (Takue MaHHBIE MOKHO IIOIYYHMTH Da3HEIME
crocoamu), CIpocuTe HMs, GaAMUIHI0 U 3aHEMAEMYI0 JOJDKHOCTH 3BOHSIIETO,
IIEPE3BOHKUTE B OPraHMU3AIIHIO K yGe,uHTecb B TOM, 4T0 Bac e oOMaHBIBaIOT;

—  ecnu 1o renedony Bam 3BoHUT Om3Kuit YeOBEK (CHIH, BHYK, BHYUKA
U T.J.), TOBOPHT, 4TO NIOTIAN B Oeny, U TIPOCHT TIPUCIATH JCHET 9epe3 Kyphepa Wt
IIEPEBECTH Ha KAKOH-TO CHET, HE CHIEIIUTE ITOTO /IEIaTh, IEPE3BOHUTE 3BOHHUBLIEMY,
a eCIIK OH HE BO3bMET TpybKy, Habepure ﬂ,pYI‘PIM POJICTBEHHHUKAM;

—  9TOOHI IIEHCHOHEP CMOT MOJYYHTH COLHAIBHEIE BEILIATH, PaOOTHHKE
Tepputopranpabx  ConmansHoro ¢onma Poccmitckoit denepamuy HEKOTOA He
10TpeGyeT IEPEBOIUTE AeHBTH Ha KAKOH-THGO0 cuerT;

Takoke OJHMM W3 DACHPOCTPAHEHHBIX BHIOB MOIICHHHYCCTBA SIBIISETCS
POSBIIPEINI IIPH30B, KOIMA MOIIEHHUK cooiGmaeT Bawm, aro Brr BeIUTpai NeHHbIH
Opu3, HO CYIIECTBYET OAMH MaIeHbKAM HIOAHC - ISt TONYIEHHUs [IPH3a He0OXOIIMO
OILIATHTH HAJIOT Ha BRIMTPHII JIMOO OIIATUTE €T0 JOCTABKY. DTOTO JeIaTh Helbas,
MOCITE MEPEXO/Ia MO CCHIIKAM CIIMCHIBAIOTCS [CHEKHBIE CPEICTBA ¢ IPHBA3AHHBIX
KapT ¥ CUETOB HOMEPOB TeNeHOHOB. :

Taxoke MOXET IIPUXOIUTD COO6III€HHC 0 TOM, 4T0 Bama 6anxosckas kapra
3a0HOKUpOBaHa U MPeaIaracTcs 660HJI8,THO IIO3BOHUTH Ha OIPEIACNICHHBIN HOMEp
1T Oy 9eHns HoApoGHOH uepopmarmy. FHe TOpomrTech 3B0HITE 110 YKA3aHHOMY
renedony. YroOsl moxuTuth  Bamm ,E[eHe)KHBIe CPEACTBa, 3IOYMBINLIEHHUKAM
HyXeH Homep Bamel xapter u IIMH-KoJI, /I8 3TOrO OHH MOTYT CKa3aTh, YTO HA
cepBepe, OTBEHAOIEM 3d OGCILY)KHUBAHKE KapThl, IPOU30IIeN cOOH, a 3aTeM IIpoCAT
coobmute Homep KapThl U [TMH-kox s ¢e nepeperucrparmu. Kak Tonsxo Ber ux
coobmmTe, JeHBIH OyIyT CHATHI ¢ Bamero caera.

He coobmaiite pexkBU3nTH Bamme#t xapTel, HU OJHA OpPrand3alnsd, BKIIOYas
Gauk, He BrpaBe Tpebosars Bam ITWH-xkox. [ng Toro, 9To6BI TIPOBEPHUTEH
TNOCTYIUBITYI0 WHGOOPMAIIHAIO O 6JIOKPIpOBaHI/IPI KapThl, HEOOXOAUMO TIO3BOHUTE B
KIHEHTCKYI0 CIYKOy TIOJUIepKKY OaHKa. |

Ecii BBl Bee-TaKH CTANH KePTBOI 3/I0yMBIILIEHHHKOB, NOCTapaiiTech
KAaK MOKHO CKopee 00paTHThest B OJIuKaiumii 0T/Ies OJUIIHHE HIIH TO3BOHUTH
no rejedony 02 (c mobuianaoro 102).



OtrBercrBennocts 3a HEe3aAKOHHBIH 000pOT cpexcTB maaTE:KEH
(6anxoBcKnx KapT)

Camkuus  cratsy IpeaycmMaTpuBaet OTBETCTBEHHOCTE B ppye
UPHHYTUTeILHEIX paboT Ha CPOK 10 ATH 7IeT 160 nuinerrs ¢BOOO/IBI Ha cpok 110
IHeCTH NeT co mrpadom basMepe or 100 TrIcsy 1o 300 TRICAY pyOnelt wim B

ACHEXHBIX CPENCTE cO  cYeToR ((Q)lez\{-O,I[HOZ[HeBOK» U HOCIERYIOmeM mux
OOHATHINBAHIY ¢ Iempio IpUAaHHS UM 33KOHHOTO XapaKTepa MoIydeHys,
32 ykazamHnIe OeHCTRHS B’ COOTBETCTBHH ¢ IPaXTaHCKHM

Teneponnoe Momenmmuectro

Jleiictens  Temedommsx MOIIEHHHKOR KBamuumupyores wo er. 159
YTONmoBHOrO komekca kax MOIIICHHUYECTRO, T.e. YMBIIUICHHBIE  IeHCTBYY,
HAIIpAaBJICHHbBIE Ha XHUINCHHUE 4YKOTO MMYIIECTBA WTH NpHOOpeTeHke Tpaga Ha
1YXKO0€ UMYIEeCTBO ITyTeM 00MaHa Wiy 3II0YLOTpet e s JIOBEPHEM.

ITpw sTOM Mo XUMEHREM TIOHUMAOTCS COBEPITEHHELE ¢ KOPBICTHOH 1enbio
IIPOTHBONIPABHEIE OE3B03ME3THOE M3BSITHE I (wir) o6parnenne 9YXKOT'0 UMYIIleCTRA
B [I0JIb3y BHHOBHOI'O HITH APYTHX NHL, MPHIMHUBIIHE ymep6 cobeTBeHHuKY mim
HHOMY BIIJICIIBILY 5TOrO HMYIIeCTBa (1. 1 nprveanyit x cr. 158 YK P®D).

3amaueii Tenedonmoro MOIICHHYKA ABIISIETCS y3HATD y TPOXTaHUHA HOMEpa,
KOZBI, TAPOIM U IPYTHE PEKBUIHUTLI 6aHKOBCKHX Kapr, a Takke ybenurs opopmurs

KPCOUT WK CHATH HACHEXKHBIX CPCACTB u HepgﬂaTB, nx HOCTOpOHHeMy ULy,




MaHunymipoBanus. Ilyrem Bmememms UENIOBEKA B TIAHHYECKOE COCTOSHHE OHUA
IIPOBOLMPYIOT TIpaKHaHWHA Ha CPOYHOCTH COBEPIIEHHS 1TaTeXa, OQOpMIIeHHS
KpCATa WK CHATHA ICHEXKHEIX CPEIICTB.

Hns Toro, urofer me crars TaKOi XKEPTBOH, HEOOXOAMMO ClieHOBaTH
OIIPETCTICHHBIM IIPABHIAM:

- ©CIM MOIYYeH 3BOHOK ¢ Hpockbol 0 cpounoil MeHexHOM IIOMOIIY AJIS
H3BCCTHOIO TPaXJAHWUHY WA (3Ha1<01{§40r0, POACTBCHHMKA U T.IL.), CIELyeT He
UPUEMMATD pPELIeHUE Cpasy, MAsd Ha TOBOIY Y TIOSBOHHBIIETO, & IIPOBEPHUTH
TIOIYYCHIYIO OT Hero mH(bOpMAaImIo, HEPE3BOHMB BBIIICYKA3AHHEIM JTHIIAM, VUTH
CBASATHCA C HMUMH HHBIMH CIIOCO6aMH; ‘

- HETB331 C000IaTE 110 Tenedony JIiH‘-IHBIG CBC/ICHHMS MIIH NaHHBIC OAHKOBCKIX
KapT, KOTOPBIE MOryT OBITH HCHONB30BAHEIL SIOYMBIIUICHHUKAMEA 11
HEMIPaBOMEPHEIX NeiCTRUI; ’

- HOJIb3A TICPE3BAHUBATE Ha HOMED, ECTH OH HE3HAKOM, H T.II.

Ecmn  rpaxpanvm OPEANONATaeT, YTO cTan KEPTBOH  TeneoHHOTO
MOIICHHIYECTBA, My HEOOXOIUMO 0o6paTUThCs B OpPTaHbl BHYTPEHHHX el C
COOTBCTCIBYIOWIUM 3asBICHNEM. B 3asBiennn CITEYeT MAKCHMAIBHO IIOAPOGHO
PacCKasaTe 0 Bcex 00CTOATENIHCTBAX coﬁrf;rmx. Kpowme aroro, ciemyer coobmuts o
thakre TeneoHEOro MomeHHHEECTBA B abOHEHTCKYIO CcIy)0y MOGHIBHOrO
OIICpaTOpa, KOTOPEIH o6CIy)uBaeT HOMED npecTynHuka. Ecmu rpasknmanma, x
IIPUMEDY, COBEPIINII IEPEBOIT ICHEKHO jCYMMBI TI0 MOOHIILHOM CETH, TO IPHHIATHE
OIICPAaTOPOM 3KCTPEHHBIX MEP MOXKET IO3BONHTE 3a0II0OKHPOBATE TIEPEBOA U
BCPHYTH ICHBIH.

HpaBuna 6esonacuocTn B c(epe npoTHBOAEHCTBUS IPeCTYIICHUNAM,
COBEPIIEHHLIM C HCHOIB30BAHHEM HH(OPMATHOHHO-
TE€ICKOMMYHHKANMOHHBIX TeXHOI0THif

Momnierankamu  paspaGorano MHOXECTBO CXeM XUIOCHUS JCHEXHBIX
CPEZCTB IyTeM 0OMaHa MU 3I0YIIOTD 66JIC;HH}I NOBEPHEM:

— 3BOHKHM C COOOUICHHEM O MOWIEHHWYECKHX NEeHCTBHAX C JTUYHEBIM
kabuHeToM Ha caifre I'ocycuyr;

— COOOMIERHE O HOMO3PHTEIBHEX OIepaniix ¢ GaHKOBCKHMHM CUETaMH,
TAC B XOHC pasroBopa JKEPTBA IECPEBOAUT  HEHEKHEIC CpeAcTBa Ha
HECYIICCTRYIOIHHN «0630aCHEIH caeT;

— COOOIIEHNE O OZO3PHUTEITBHBIX ONEpaliiX ¢ GAHKOBCKHMH CUETAMH,
TR UL IPeIOTBPAINCHUS XUIIEHHS TeHEKHBIX CPELCTB HEOOXOIMMO YCTAHOBHTE
CLCIHAIILHYIO IIPOTPaMMy Ha MOOMIBHELR TemedoH, a TakKe 32T B HIPHIOXKEHHE
OaHKa, [IOCIIE Yero MOIEHHNK HONYYaeT yIaMeHHbIH JOCTYTI K IPHIIOKEHHIO Oarka,
O(OPMIIAET KPEJIUT 1 BEIBOANUT HSHEKHEIE CPENCTBA CO cueTa KEPTBEL;

- 3BOHKH «POJICTBEHHUK B %66)_'[6» - coobmeHme 06 yuactHw
POICTBEHHUKA B IOPOKHO-TPAHCIIOPTHOM l'jIPOHCIHeCTBIrHrI U €I'0 BUHOBHOCTH B HEM,
0 HEOOXOIMMOCTH Iepenayn ACHEXHBIX CPEACTB IS OKA3aHUA I[TOMOMIH




TIOCTPALABIIAM H  H30eXaHUS IIpI/IBéJIe'-IeHI/ISI POICTBCHHHKA K YrOJIOBHOH
OTBETCTBEHHOCTH;

~ pasmerienne B cetH VHTepweT mH(pOpMammm c NPEUIOKEHUEM
AOTOIHHTEIBPHOTO «IETKOr0» 3apal0TKa IIyTeM CTABOK Ha Oupke, B pesymsTare
HUeTO JKCPTBBI IICPEUHUCIAIOT CBOU JNHUHEE COEPEKEHHS HA CIENHAIbHEL Cyer,
OMHAKO OOPATHO HONYYHTE MX HE MOTYT, BCE JCHEKHEIE CPE/ICTBA «YXOAAT» Ha
CYETa MOIICHHUKAM.

Hecmotps Ha mHOTOUHCIIEHHEIE IPEIyIPERICHAA IPABOOXPAHHTENHHEIX
OpraHoB, KOIMIECTBO 3aPEIUCTPUPOBAHHBIX COOOIICHNH O XWIIEHHH JeHEKHBIX
CPCACIB C HCIOIB30BAHHEM MOOHIBHON CBA3M W ceTH VIHTEpHET pacTer, Meomm
IIPOAOIDKAIOT NOBEPSTH HE3HAKOMI[AM IO, TenehOHy.

Emme oiHa cxema MOIIGHHHKOB - M3BEIIEHNE 06 HCTCYCHMH CpOKa neicTeus
JIOTOBOPa 00 OKa3aHHH YCIyT MOOHIBHO CBA3H.

37IOYMBIIUICHRUK 3BOHMT JKEPTBE MpPEACTABISACE «OIIepaToOpOM COTOBOH
CBS3M», COOOIIACT O HEOBXOTMMOCTH LIPOITEHHS TOTOBOPA, A YeT0 HEO0X0IIMO
COOOIIMTE KOZ M3 CMC COOBIICHUSL,

Hamee xepTBe MPMXOIUT YBEAOMIEHHE O COBEPIICHWH BXONA B JIMUHLIH
kabureT Ha caiite [ocycmyr, rme yKasaH Tenedon ciry:x651 rromiepxkn. XKepra
obpamaercs B «CIyxk6y UOJIEPXKM», TAe eH CcooOImaloT © TOM, dTO ¢
HCIIONE30BAHAEM €€ IIEPCOHANBHBIX NAHHBIX IOLAHBI 3aSBKH Ha OQOpMICHHE
KPCIUTOB, B LENIX WCKIIOYEHMI BO3MOKHOCTH BOCIIONB30BATHCS JIAHHBIM
KPCIUTOM MOWICHHUKH, YBEPSIOT JKEPTBY O HEOOXOMMMOCTH odopmienwst
QHANIOIMIHOTO KPEUTA M IIEPEBOLA €ro Ha HOMED KapThI, KOTOPBIM OHH YKaXxyT.
BeeneHusie B 3abIyx/IeHHe IPAXIAHE CAMOCTOATENBHO O(GOPMITIOT KpelnT, a
34TCM IEPCBOAAT MOTYYCHHBIE JICHEKHBIE CPEACTBA Ha CUET, KOTOPHI GLII yKa3aH
MOIIIEHHUKOM,

Yamre Bcero momoGHEIE TeNEOHHBIE  PasTOBOPEL OCYIIECTRISIOTCA
IIOCPE/ICTBOM HHTEPHET Meccermmkepos (WhatsApp, Telegram). Corpynauukn
KaKkux-Tub0 OpraHWsalvi He OCYNICCTBISIIOT 3BOHKH 4epe3  yKa3aHHEIS
'MECCEHIKEDEL.

Ecmu BaM 3BOHHT «COTPYIHEK 0aHKa» ¥ COOOINAET O CIUCAHMAK JeHEKHBIX
cpencte ¢ Bamero cuera, o BanoMme Bamrero nuamHOro xabumera MM O IOTIBITKE
O OPMITCHHSA KPEJIUTA, KCOTPYAHHUK OIEPATOPA COTOBOI CBI3M» 0 HEOOXOIHMMOCTH
TIPOJIICHIA JIOTOBOPA, KCOTPYIHUK IIPABOOXPAHUTEIBHOIO OPraHay ¢ COOBTIEHIEM
O MONICHHWYECKMX JEHCTBHAX C |BAIIAME  OAHKOBCKHMH  CUETAMH -
HE3aME/[TUTCIBHO KiajuTe TPyOKy, HE3aBHCHMO C KaKOrO HOMEpa Tenedona
HOCTYIITLL 3BOHOK.

Js IpoBepky uHPOPMAITAH IIEPE3BOHUTE B GaHK, OIIEpPaTopy COTOBOH CBAH

100 B IIPaBOOXPAHUTENEHEIH OPraH CaMOCTOSTENbHO, He IpoH3BOHTEe HHKAKAX
ACUCTBHH ¢ OaHKOBCKOM KapTOH IO YKA3aHHUIO TPETHIX JIHII.

Tax kak 3a cOBeplUEHHE JIAHHBIX HE3aKOHHBIX NEHCTBHI IpEmycMOTpeHa
YTOIOBHAS OTBETCTBEHHOCTD, II0 CTAThE 159 YK P®, B cayuae eciau BBl CTald
KEPTBOH MOIIEHHUKOB, 06pamaiiTecs ¢ 3asSBICHMEM B OPraHbl HONUITHE TI0 MECTy
COBEPIICHHS IIPECTYILICHHUA.



